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The Workiva Mobile application for iOS and Android 
provides device based access to business 
information stored within the Workiva platform. 
Mobile application is by design has limited features 
and allowing only authorised users to perform 
limited actions such as viewing a document.

This brief describes the implementation we have in 
place to ensure the utmost in data security and 
privacy for mobile devices.

Workiva  Mobile Application Security

We realize that the data stored within our platform is 
confidential and highly sensitive. We also 
understand that device-based access to data is often 
required. Our mobile platform is an extension of the 
Workiva platform, which includes numerous 
physical, logical, and operational security measures. 
Our mobile applications are designed and 
developed with careful consideration given to 
customer data security, reliability, and integrity. 
Policies and procedures are in place to ensure 
security at every phase of design, deployment, and 
ongoing operations.

Mobile users will be able to experience the Workiva 
platform without discounting on security, as the data 
continued to be encrypted in transit and at rest 
within the Workiva platform and no data is stored on 
end user mobile devices. Mobile application 
leverage existing security controls from Workiva 
platform including privacy.

The Workiva  Mobile application includes:

• Encryption - Protecting our customer’s data is 
at the core of what Workiva does. Workiva 
mobile app doesn't store any data locally on 
mobile devices thus reducing overall risk.  
Network communication is encrypted and 
transferred via TLS 1.2+. Secure transmission 
is enforced for all access.

• Authentication Mechanisms—Leverage your 
existing Workiva platform authentication 
controls with the mobile apps. Multi-factor 
authentication, SSO with SAML 2.0 or set your 
own password composition requirements via 
Workiva platform settings. Users can opt-in to 
use biometric recognition such as Face ID, 
Touch ID on their  devices, note that Workiva 
does not have access to any biometric data.

• Timeout Lock—A timeout limits the idle time of 
the app, locking it with passcode 
authentication if exceeded. 

FIGURE 1: Wdesk Mobile running on a tablet
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